Installation: RHEL/RockyLinux/ CentOS
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Installation instructions for RHEL, RockyLinux, CentOS and alike systems with SELinux in enforcing mode.
Based on the official installation instructions:
https://github.com/OpenXE-org/OpenXE/blob/master/SERVER_INSTALL.md
https://github.com/OpenXE-org/OpenXE/blob/master/INSTALL.md

Installation instructions for RHEL, RockyLinux, CentOS and alike systems.

Tested on a RockyLinux 9 VM with SELinux in enforcing mode.

Based on the official installation instructions:

- SERVER_INSTALL.md

- INSTALL.md

1 Setup

Code

sudo su -
dnf install epel -rel ease
dnf updat e
dnf install https://rpns.rem repo.net/enterprise/reni-rel ease-9.rpm
# install and start apache
dnf install htt pd
systenct | start htt pd
systenct | enabl e htt pd
dnf i nstall php

i nstall php nodul es

#
dnf install php-nysql nd php-cli php80-php-i nap php-common php-xm php-soap php-pecl-zip php-
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Add the following lines to / et ¢/ php. i ni
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Code

cnt | _exec, pistabl getf pmicdriidng, pcnt | _setpriority, dl, highlight file, show source, proc_open, popen

post _nmax_si ze = 100M
upl oad_nmax_fil esi ze = 100M
max_execution_tine = 3600
max_input _tine = 3600
magi c_quot es_gpc = O f
file_upl oads = Yes
max_fil e_upl oads = 20
short _open_tag = On

max_i nput _var s=3000
menory limt = 256M

Alles anzeigen

Add remis php imap module

Code

cat << ' EOF' > / et c/ php. d/50-i map. i ni
ext ensi on=/ opt/reni/php80/root/usr/|ib64/php/ modul es/i map. so

EOF

Install further packages and configure mariadb

Code
sudo su -
dnf install zip wget nmod_ssl openssl git
# mar i adb
dnf i nstall mar i adb- server
systenct | start mar i adb
systenct | enabl e mar i adb
mysqgl _secure_installation

Zitat

For mysq| secure installation see: https://github.com/OpenXE-

org/.../master/SERVER INSTALL.md

2 SELinux

2.1 Booleans and user mappings
Code
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#
restorecon
set sebool
set sebool
set sebool
set sebool
# list and check
senmanage bool ean -1 |
# senmanage bool ean -1
# OPTI ONAL: i f def aul t user
# list user to
semanage

# nap apache
semanage login -a -s user_u apache

-F -r

-P

| ogin
to

Alles anzeigen
2.2 Custom SELinux policy

1. Create module file with rules

Code

sudo
nkdi r
cd

cat
(all ow
ECF

Ssu

<<
user _t

EOF
huget | bf s_t

2. Load it into the SELinux server with a priority of e.g. 200
Code

senpdul e -X 200
senpdul e --list=full

# | f necessary, you can also renove (senodule -r) or

httpd_unified
htt pd_graceful _shut down
sel i nuxuser _nysqgl _
domai n_can_mmap_fil es

mappi ngs
sel i nux

Sel i nux
- VvV

connect _enabl ed

PR R R

enabl ed
httpd_unified
grep
wer e
user

bool eans
grep

I
changed
mappi ngs

e.g. user _u

~/ sel i nux

~/ sel i nux

> openxe. ci |
(file (wite)))

- openxe. ci
grep openxe
tenmporarily disable (semodule -d) the

3 Git

Clone openxe instead downloading zip (enables Ul system upgrade)

Code

sudo su -
cd [ var/ ww// ht m
ssh- keygen -t ed25519 -a 100
# add new ssh key to your gi t hub account
git cl one git @it hub. com QpenXE- or g/ OpenXE. gi t
chown -R apache: apache OpenXE
# OPTI ONAL: add custom css to sil ence 404 error
cd OpenXe
touch www t hemes/ new/ css/ cust om css
chown apache: apache www t herres/ new/ css/ cust om css
# restore SELi nux cont ext
restorecon -F -r -vv /

Alles anzeigen
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Zitat

https://github.com/OpenXE-org/OpenXE/blob/master/INSTALL.md

Check if crontab was created: crontab -u apache -1

Check if SELinux is blocking: ausear ch -1
avc, user _avc, selinux_err,user_selinux_err -ts today | audit?2allow

4 Apache

Set hostname

Code

sudo

Su

vi [etc/hostnane

and

add index.php to Directorylndex in httpd.conf and allow htaccess

[ etc/httpd/ conf/httpd. conf

Code
Document Root "/ var
<Directory "lvar/

Al l owOverri de
</Directory>

<| f Modul e

Di rect oryl ndex i ndex. htm
</ | f Modul e>

Alles anzeigen

Reload apache after editing the file

Code

systenttl reload httpd

5 Custom ssl certificates

Using for example Let's Encrypt wildcard certificates via DNS challenge.

Code
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overrides in

[/ www/ ht m ™

ww/ ht i ">
Al |

di r _nodul e>

i ndex. php
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sudo su

mkdi r -p /etcl/pki/tls/openxe
/ paph/ t o/ your - domai n. com ful | chai n/ @eod pki /t1 s/ openxe/ your - donmai n. com ful | chai n. pem
cp / pat h/ t o/ your - domai n. com key /etc/pki/tls/openxel/your-donmai n.com key
systenct | rel oad htt pd

restorecon -F -r -vv /

Backup /etc/httpd/conf.d/ssl.conf and remove the whole default <Virtual Host
_default_: 443> part

Add the following as the new default

Apache Configuration
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Hit Turn
Pr ot ocol s

H#Hit# Redi r ect al |

Rewr i t eEngi ne

Rewr it eCond
RewriteRul e (.*)
<Vi r t ual Host

Docunent Root

Ser ver Namre

#itt
ErrorLog
Transf er Log
LogLevel
SSLEngi ne

#Hi# No nor e
SSLPr ot ocol

SSLHonor Ci pher Or der
SSLConpr essi on

SSLSessi onTi cket s

SSLC pherSuite

#Hi#H Pat h
SSLCertificateFile
SSLCertificateKeyFile

# HSTS (rmod_header s is
Header al ways set
<Fi | eshat ch

SSLOpt i ons

</ Fil esivat ch>
<Di rectory
SSLOpt i ons
</Directory>
Br owser Mat ch
nokeepal i ve
downgrade-1.0

https:// 9% HTTP_HOST} % REQUEST URI }

requi red)
Strict-Transport-Security

" MBI E [2-5]"

on HTTP2 support
h2 http/1.1
http urls to htt ps
On

9% HTTPS} of f

[ R=302, L, QSA]
_default _:443>
[ var / ww/ ht M / QpenXE/
i nt ernal - openxe. your - donmai n. com

Log files
| ogs/ssl _error_| og
| ogs/ ssl _access_| og

war n
on
- SSLv2 - SSLv3 -TLSv1 -TLSv1. 1
al |
to certs
[etc/pki/tls/openxely
/etcl/pki/tls/o
(15768000 seconds = 6 nont hs)

"max- age=15768000"
"\.(cgi|shtm | phtm | php)$">
+St dEnvVar s

"/var/ww cgi - bi n">
+St dEnvVar s

\
\
force-response-1.0
\

ssl - uncl ean- shut down

Cust onlog | ogs/ ssl _request | og

" O % 94 SSL_PROTOCOL} x %4 SSL_Cl PHER} x \"og\ " %"
</ Vi r tual Host >

H#H# oCsP stapling config
SSLUseSt apl i ng

SSLSt apl i ngResponder Ti neout 5
SSLSt apl i ngRet ur nResponder Errors of f

SSLSt apl i ngCache

Alles anzeigen

6 Firewall
Code

shnecb: /var/run/ ocsp(128000)
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sudo su -

firewall-cmd --1list-all

firewall-cmd --permanent --zone=public --add-port=80/tcp

firewall -cnd --permanent --zone=public --add-port=443/tcp

firewall-cmd --rel oad

firewall-cnd --list-al

7 External access

As ssl was setup on the VM's apache, for controlled "external” access and if you have a reverse proxy, it can
be configured using a tcp router and passthrough.

e.g. Traefik's dynamic conf file could look like the following:

Code

tcp:
routers:
openxe-tcp-router:
entryPoi nts:

m ddl ewar es:
tls:

servi ces:
openxe- servi ce-secure:
| oadBal ancer:
servers:

m ddl ewar es:
openxe-i pwhitelist:
i pWhi t eLi st :
sour ceRange:

# whitelisting all needed IP s

Alles anzeigen

8 Hints

For OnlineShop sync, add "Prozessstarter"; "artikeluebertragen®
Zitat

see xentral docs for other Prozessstarter names.
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9 OpenXE upgrade

OpenXE Ul: System -> Upgrade
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